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1. Introduction

limitations of traditional centralized infrastructures, including high latency, lim-

ited scalability, and reduced reliability. By distributing computation across cloud,

edge, and intermediate nodes, the continuum enables low-latency processing, im-

proved responsiveness, and enhanced operational safety for time-sensitive ser-

vicesChauhanet al. (2024). In domains such as healthcare, applications includ-

ing remote patient monitoring, emergency response, and real-time diagnostics di-

rectly benefit from localized data processing at the edgeHennebelleet al. (2024) .

Moreover, continuum-based architectures reduce network congestion and mitigate

Quality of Service (QoS) violations caused by transmission delays, making them

well suited to the dynamic requirements of critical Aslanpouret al. (2020). De-

spite these advantages, the deployment of critical services within the computing

continuum remains a challenging problem. Such services impose strict require-

ments on latency, reliability, availability, and responsiveness, significantly con-

straining placement decisions . Inadequate placement can result in severe perfor-

mance degradation or system failure, with potentially catastrophic consequences

in sensitive application domains such as healthcare, emergency management, and

defenseSandhuet al. (2010). Addressing these challenges requires placement strate-

gies that emphasize adaptability, resilience, and performance, supported by fault

tolerance mechanisms, proactive resource management, and continuous QoS mon-

itoringMalaziet al. (2022); Patwaryet al. (2022). Service placement in the comput-

ing continuum is inherently complex and NP-hard, as it involves evaluating a large

solution space under dynamic constraints related to resource availability, network

conditions, security requirements, and fluctuating service demands. This com-

plexity is further amplified by the need for real-time adaptation to environmental

changes, which is especially critical for delay-sensitive servicesTsolkaset al. (2022).

To tackle this problem, prior research has explored heuristic and evolutionary

optimization techniques to derive near-optimal placement solutions. While these

methods offer scalability and flexibility, they often rely on simplified decision rules

or incur high computational costs, limiting their effectiveness in dynamic and real-

time scenarios Hedhliet al. (2021); Salahtet al. (2020); Nateshaet al. (2021); Vivoet

al. (2024); KeshavarzHaddadhaet al. (2024). Recent advances in Deep Reinforce-

ment Learning (DRL) provide a promising alternative by enabling adaptive, data-

driven decision-making through continuous interaction with the environmentLiuet

al. (2022); Ocampoet al. (2024). DRL techniques can capture long-term system

dynamics and autonomously optimize service placement and resource allocation in

complex and evolving continuum environmentsLuet al. (2022). Building on these

insights, this paper proposes an intelligent placement framework based on DRL to

support critical services across the computing continuum. The approach leverages



DRL-Based Placement for Mission-Critical Services 3

the Proximal Policy Optimization (PPO) algorithm to enable stable and efficient

decision-making in highly dynamic. Transfer learning is incorporated to accel-

erate convergence and enhance adaptability across similar deployment contexts.

Furthermore, a primary–backup fault-tolerance strategy is employed to improve

service reliability by ensuring seamless failover for critical services. The main con-

tributions of this paper are summarized as follows:

Proposing an intelligent DRL-based framework for placing critical services

in the computing continuum.

Employing PPO combined with transfer learning to achieve stable and fast

convergence in dynamic environments.

Enhancing real-time placement decisions by explicitly considering the strin-

gent requirements of critical services.

Improving service reliability through proactive fault tolerance mechanisms.

Evaluating the proposed approach against baseline and state-of-the-art ser-

vice placement methods.

The remainder of this paper is organized as follows.Section2 reviews related work

on service placement in the computing continuum. Section3 presents the system

model and problem formulation. Section 4 details the proposed intelligent place-

ment framework. Section 5 discusses performance evaluation and comparative

results. Finally, Section 6 concludes the paper and outlines future research direc-

tions

2. Related Work

Existing researches on service placement in the computing continuum can be

broadly categorized into metaheuristic, reinforcement learning–based, and hybrid

optimization approaches.Table 1 summarizes representative studies by application

scope, optimization objectives, and priority-awareness. Several works incorpo-

rate service prioritization either explicitly through task classification or implicitly

via weighted objective functions, where dynamic weighting reflects sensitivity to

response-time requirements.
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Metaheuristic-based approaches have been widely adopted to address the com-

binatorial complexity of continuum placement.Pallewattaet al. (2024) model ap-

plications as serial–parallel structures and employ a hybrid Particle Swarm Opti-

mization and Genetic Algorithm framework with proactive redundancy to improve

reliability. However, variable redundancy levels may overload resource-constrained

edge nodes.Pallewattaet al. (2024)apply the Whale Optimization Algorithm to

jointly minimize response time and energy consumption, but the approach does not

incorporate fault tolerance under dynamic conditions. Genetic Algorithm–based

placement is further explored by Sarrafzadeet al. (2022), who introduce penalty

functions to discourage suboptimal placements; nevertheless, random initial popu-

lations limit responsiveness to real-time environmental changes and heterogeneous

service priorities.Qinet al. (2023) formulate a multi-objective MILP model sup-

ported by GA-based node selection, enabling dynamic priority adjustment, yet fail-

ure handling for high-priority demands remains unaddressed.Linet al. (2024) pro-

pose a distributed placement strategy using a Political Optimizer to position high-

demand services near data sources, butinter-microservice communication costs and

load balancing at the edge are not considered. SimilarlyDoganiet al. (2024) em-

ploy a multi-objective GA with dynamic replication, though constraints on replica

counts and fault-tolerance exploitation are not investigated. Other metaheuristic

solutions address priority-aware placementSaadianet al. (2023) or general opti-

mizationGhasemiet al. (2024); Apatet al. (2024), yet they often lack mechanisms

for reliability, environmental adaptability, or rapid convergence for delay-sensitive

services. Reinforcement learning (RL)–based methods have gained attention due

to their ability to adapt to dynamic environments.Wanget al. (2024) utilize Deep

Reinforcement Learning to optimize weighted-cost scheduling for DAG-based IoT

applications, focusing on load balancing and latency reduction; however, the ab-

sence of explicit priority differentiation limits applicability to critical services.

Ramezaniet al. (2023) propose an RL-based scheduler that maps tasks to nodes

based on time sensitivity, but the lack of fault-tolerance support weakens relia-

bility guarantees. Siyadatzadehet al. (2023) integrate RL with a primary–backup

mechanism to enhance reliability and response time, yet assuming uniform task

priority leads to excessive backup overhead at the edge.Sharmaet al. (2024) in-

troduce a DRL-driven node selection strategy that prioritizes tighter deadlines

via queue-based mechanisms, though fault handling for high-priority services is

not addressed.Ibrahimet al. (2023) present a multi-objective DRL framework with

separate agents per objective and GA-based decision fusion; however, the result-

ing multi-stage optimization incurs delays that are unsuitable for latency-critical

scenarios and does not consider failure management. Overall, existing solutions

either lack sufficient adaptability, incur high computational overhead, or fail to
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jointly address priority awareness and reliability for critical services. Motivated by

these limitations, this work introduces an intelligent service placement framework

that explicitly classifies service demands by criticality, adapts placement decisions

to dynamic continuum conditions, and incorporates a lightweight fault-tolerance

mechanism to ensure reliable support for critical services under failures

3. System Model and Problem Formulation

This section formalizes the computing continuum environment and defines the

service placement problem addressed in this work. Table 2 summarizes the key

notations used throughout this section.

3.1 System Model

We consider a heterogeneous computing continuum composed of a set of nodes

N where each node , is characterized by its computational capacity, memory, and

storage resources, denoted as {nj
cpu, nj

ram, nj
storage} Service placement decisions

are orchestrated by a distributed Service Placement Module (SPM), depicted in

Figure 1. An instance of the SPM can be deployed on any continuum node and

is responsible for managing a subset of nodes within its administrative domain,

enabling decentralized control and scalability across the continuum. Applications

are modeled using a microservice-based architecture and represented as Directed

Acyclic Graphs (DAGs).An application, consists of a set of microservices , where

dependency relationships are defined through predecessor and successor sets and

respectively Figure 2. Each application request is associated with a response crit-

icality level , corresponding to Critical, Potentially Critical, and Normal services.

Critical requests impose strict deadline constraints, potentially critical requests

tolerate limited violations with increased risk, and normal requests allow relaxed

timing requirements.

Upon receiving an application DAG, the SPM invokes its DRL-based decision-

making component to determine suitable hosting nodes according to service crit-

icality and current system conditions. The Dispatcher translates these decisions

into a physical deployment plan, while a Node Watcher continuously monitors

node states and provides feedback to support adaptive placement. This architec-

ture enables coordinated yet distributed placement decisions across the computing

continuum.
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Figure 1: Service Placement Module with its components

Figure 2: Example of a logical plan of an application

3.2 Problem formulation

The service placement problem is formulated as a multi-objective optimization

task that jointly considers response time, load balancing, and reliability.

Table 2: List of key symbols

Symbol Description

N Set of computing nodes

nj Node j

ncpu
j , nram

j , nstorage
j Node j CPU, RAM, storage

Appp DAG of application p

Sp Microservice set of application p

EL Emergency level of request

PD(sip), SD(sip) Predecessor/successor microservices

Ri
p Response time of microservice i

rdttip, pt
i
p Transfer and processing time

ttnj .nk
, dnj .nk

, bnj .nk
Inter-node transfer time, data size, bandwidth

rqEL
k Ready queue at node k for priority EL

LDSi
p

Load deviation after placing service i

ncpu req
j , nram req

j Current CPU/RAM requests

RelaPP , rlj Reliability-access matrix and node reliability
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3.2.1 Response time

The response time of microservice is computed sp
i incrementally during placement

as

Rp
i =

(
rdttp

i + ptp
i
)
j

(3.1)

whereRi
p, is the response time of microservice i in application p, rdttp

i denotes

data transfer time from predecessors microservices, and ptp
i is the processing

time. Subscript j indicates node assignment. Microservices within a DAG ex-

ecute sequentially or in parallel. A child waits for its parents to complete, while

independent nodes can run in parallel. Transfer time rdttp
i is given by

rdttip = max
(
ttnj ,nk

)
, if nj

(
s i−1
p

)
̸= nk

(
s i
p

)
, ∀ s i−1

p ∈ PD
(
s i
p

)
. (3.2)

where ttnj ,nk
is the time needed to transfer data from node , hosting the prede-

cessor microservice, to node , where microservice is placed. This transfer time is

computed by

ttnj ,nk
=

dnj ,nk

bnj ,nk

(3.3)

with dnj ,nk
as the output data must be transferred and bnj ,nk

as the available

bandwidth between node j and node k . Processing time ptp
i on node is calculated

by

ptip =

∑|rqEL
k |

l=1 size
(
rqEL

k [l]
)
+
∑3

j=EL−1

∑|rqjk|
l=1 size

(
rqjk[l]

)
+ sip

n
(3.4)

∀ rqk[l]: if nk accepts sip, then rqk[l] is violated.

Each node maintains a three-level priority queue named rq, sorted by critical-

ityFigure 3. Each priority level queue at a node is represented as rqk
EL where k

indicates the node index, and EL refers to the criticality level of the queue. Mi-

croservice i is queued by priority, and its processing time based on Equation 3.5

includes (i) remaining load in its priority queue, (ii) lower-priority tasks that would

violate deadlines if postponed, and (iii) its own execution time. The overall ob-

jective is to minimize the total response time for all microservices in application

p defined by

F1 =

|Sp|∑
i=1

Ri
p (3.5)
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Figure 3: The queue with different priority levels on each computing node

3.2.2 load balancing

To ensure balanced load distribution, CPU and RAM usage are the key metrics

in load calculation. For a node set M, load deviation is computed by

LDsip
=

√√√√ 1

|M |

|M |∑
m=1

(
M

cpureq
m − n

cpureq

j

)2
+

√√√√ 1

|M |

|M |∑
m=1

(
M

ramreq
m − n

ramreq

j

)2
(3.6)

where M cpureq and Mramreq denote the average CPU and RAM demand, respec-

tively, over subset M. Each node j has current request loads nj
cpureq and nj

ramreq

computed from its queue. All values are normalized to ensure comparability. The

aim is to place microservices in a DAG such that node usage remains balanced.

Thus, the placement minimizes:

F2 =

|sp|∑
i=1

LDspi/|sp| (3.7)

A lower F2 implies better load distribution across nodes during placement.

3.2.3 Reliability

Requests criticality are defined at three Execution Levels (EL ∈ {1, 2, 3}) con-

veyed to the placement module along with the application’s DAG.EL = 1 im-

plies strict deadline constraints, necessitating high-reliability provisioning; EL =

2 permits partial relaxation; EL = 3 tolerates latency, allowing reactive fault tol-

erance. A reliability model based on the primary/backup scheme is applied by

defining corresponding DAGs and constructing the RelaP matrix. For EL = 1,

a full backup DAG is generated, and both DAGs are mapped across computing

nodes. The placer constructs a (2×K ×M) RelaP matrix, where K is the number

of microservices and M is the number of candidate nodes. Matrix elements are

derived based on whether the service is in the primary or backup DAG, as per

Equation 3.8and Equation 3.9, minimizing service disruption in case of failures

Figure 4.
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RelaPEL=1
p =

[
Xij

(
rlj

PD(sip)
sτip SD(sip)

)
tt

]
, ∀i ∈ |Sp + Sτ

p |, j ∈ |M | (3.8)

RelaPEL=1
p =

[
Xij

(
rlj

PD(sτip )
sip SD(sτip )

)
tt

]
, ∀i ∈ |Sp + Sτ

p |, j ∈ |M | (3.9)

where, tt denotes inter-service transfer time,sp
τi is the backup instance of sp

i,

Xij ∈ {0, 1} encodes placement.

Figure 4: Relationship between services in the primary and backup DAG

As illustrated in Figure 5, applications with EL = 1 require uninterrupted service

continuity. Consequently, a full backup DAG is maintained alongside the primary.

Upon failure of any microservice, the system seamlessly transitions to its backup

while the service placer initiates re-deployment of the failed instance on a nearby

node. RelaP matrix construction prioritizes both high reliability nodes and mini-

mal inter-DAG communication latency, ensuring that failures in either DAG incur

negligible performance degradation.

Applications with EL = 2 are classified as crisis-prone, warranting partial re-

dundancy. While the RelaP matrix of size 2 × K ×M is still utilized, backup

instances are selectively provisioned. Specifically, after generating the physical

plan, backups are created only for microservices deployed on nodes whose reli-

ability falls below the mean reliability rlDAG of all active nodes (see Figure 5).

These backups are placed such that the inter-node communication delay, particu-

larly with respect to the microservice’s immediate predecessors and successors, is

minimized—formalized inEquation 3.10. Accordingly, RelaP entries are computed

usingEquation 3.11: if a backup is required, reliability is normalized by the place-

ment cost; otherwise, it is directly assigned. In cases without backup Xi,j is equal

to 0.
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RelaPEL=2+

p

(
PD(sip) s

τi
p SD(sip)

)
tt
, ∀i ∈ DAG, rlji < rlDAG (3.10)

RelaPMEL=2
p =


[
Xi,j rlj

]
, if no backup[

Xi,j
rlj

Rp
EL=2+

]
, otherwise

(3.11)

Let us assume that the average reliability of nodes in M at the time of placing the

DAG in Figure 6 is 0.5, Since microservices 4 and 5 are deployed on nodes whose

reliability is lower than the average reliability of the DAG, backup instances are

created for these microservices simultaneously with the deployment of the physical

plan to the computing continuum. The placer then selects nodes for these backup

instances such that Equation 3.10 is minimized.

Figure 5: Host reliability of each microservice in a DAG

For applications with normal priority EL=3, there is no need to create backup

copies for any of the DAG’s microservices. In this case, simply computing the

RelaP matrix using Equation 3.12 is sufficient for placing the microservices across

the computing continuum.

RelaP p
EL=3 = [Xi,j , rlj ], ∀i, j, i ∈ |Sp|, j ∈ |M | (3.12)

To compute the reliability of each node, Equation 3.13 is used, where λj is the

failure rate of node j , TOTj is the total operational time of node j, LSj is the set

of directly connected links from node j to its neighboring nodes λl and TOTl are

the failure rate and operational time of link l, respectively.

rlj = e−λj ToTj

∏
l∈LSj

e−λj ToTj , j ∈ |M | (3.13)
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The computed RelaP matrix for a given application p based on its EL is summa-

rized by

RelaPP =


RelaPP

EL=1 ifEl = 1

RelaPP
EL=2 ifEl = 2

RelaPP
EL=3 ifEl = 3

(3.14)

where RelaPP is sum of theRelaPP
EL=2 entries. The goal is to maximize the

reliability resulting from the placement of Appp expressed by

F3 = 1/RelaPP (3.15)

Finally, the overall objective function for placing the microservices of Apppis cal-

culated using

F = αF1 + βF2 + γF3 (3.16)

where α + β + γ = 1 and tuned by EL. For EL = 1, latency and reliability

dominate. EL = 2 moderately increases the weight on load balancing due to partial

backups. EL = 3 prioritizes load balancing, with reactive recovery mechanisms

permitted.

4. Placement method

4.1 Reinforcement learning

In reinforcement learning, an agent interacts with the environment by taking ac-

tions, receiving rewards, and transitioning to new states based on environmental

dynamics. This interaction, repeated over time, yields data used to improve the

agent’s policy. The policy is updated iteratively, enhancing behavior through con-

tinued interaction. The problem is formally defined as a Markov Decision Process

(MDP), a five-tuple ¡ S,A,P,R, γ > where S is the state space,A , the action set,

P, the transition probability, R, the reward function, and γ ∈ [0, 1] , the discount

factor for future rewards. Let total learning time T be divided into steps. At

each step t, the agent is in state St = s , selects action At = α based on policy

π (α|s) = Pr[At = α|St = s] , receives reward r = R (s, a) and moves to next state

St+1 = s′ according to P (s′|s, a) . The objective is to learn the optimal policy(π∗)

that maximizes expected discounted return: Eπ[
∑

t ∈ Tγtrt] where γ balances

immediate and future rewards
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4.2 Elements of used reinforcment learning methods

Based on the weighted objective function for placing the microservices of applica-

tion p onto the computing continuum, the state space S, the action space A and

the reward function R for MDP are defined as follows:

State Space(S) :Since the problem focuses on the placement of microservices

belonging to a given application, which are represented as a DAG, the state in

this MDP corresponds to a combination of the set of candidate computing nodes

N. Formally, the feature space of the current microservice sp
i at time step t is

represented by the set:

Ψt(s
i
p) =

{
Ψy

t (s
i
p)
∣∣ 0 ≤ y ≤ |Ψ|

}
(4.17)

Where Ψt

(
sp

i
)
denotes the y− feature of sp

i and |Ψ| is the total number of features

in the feature set. This set may include, but is not limited to, the following

attributes: The required resources for the microservice (e.g., CPU, RAM), the

amount of input data needed from predecessor services in the DAG, the amount

of output data to be sent to successor services, the data transfer delay between

the current microservice and its backup version (if any). Together, these define

the state of the environment with respect to the current placement decision.

Additionally, at time step t, for the set of computing nodes, several attributes can

be considered as defining features of the state space. These include: the number

of available nodes in N, the number of pending requests in the queues of each

node, the processing and memory requirements of all pending requests in each

node’s queues, the CPU frequency, main memory, and storage capacity of each

node and the available bandwidth between each node and its neighboring nodes.

These features are collectively represented by the set:

Φt(N) = {|N |,Φt
z (nj , nk) |nj , nk ∈ N, 0 ≤ z, q ≤ |Φ|, z ∈ Z, q ∈ Q,Q ⊂ Φ}

(4.18)

Where,ϕ is the set of all possible features related to the computing nodes, Z repre-

sents the subset of features associated with individual nodes, such as CPU usage,

available memory, etc., Q, represents the subset of features related to pairs of

nodes, such as the bandwidth between two nodes, z and q are the feature indices

for sets Z and Q, respectively. Therefore, the complete state space S is defined as:

Action Space(A):The goal is to find the near placement for the set of microser-

vices of application p across the computing continuum, such that the objective

function is minimized. Therefore, at time step t, an action corresponds to assign-

ing a node nj ∈ N to the current microservice sp
i.Formally, the action at time t

can be defined as:
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At = X(sp
i, nj) = 1, nj ∈ N, (4.19)

Here,X(sp
i, nj) indicates that sp

i is assigned to nj and A = N , i.e., the action

space consists of selecting a node from the available set N Or a subset there of.

Reward FunctionR: Due to the use of a weighted model for the objective func-

tion, it is necessary to define a separate reward function for each component

of the objective. First, for response time, the reward function is defined based

onEquation 4.20 , in which PDsuper(sp
i) represents all predecessor services of the

current service that, either directly or indirectly, provide data required to sp
i. If

the placement of sp
i leads to a violation of the application p’s deadline, Dp, the

reward is calculated as the product of a constant value c and a penalty, where the

penalty amount may vary depending on the priority level of the request.

rFt =

Dp −
(∑|PDsuper(s

i
p)|

k=1 Rk
p

)
+Ri

p, if ≥ 0

−c · penalty, otherwise

(4.20)

To achieve appropriate load balancing, the reward function of Equation 4.21 is

used, such that if after placing sp
i the load balance becomes worse than the pre-

vious value, a penalty will be incurred for this decision.

rFt =

LDi−1
sp − LDi

sp , if ≥ 0

−c · penalty, otherwise
(4.21)

Also, in order to select nodes with appropriate reliability at each priority level,

the reward function of Equation 4.21 has been used.

rt
F =

RMp
i −RMp

i−1
if ≥ 0

−c ∗ penalty else
(4.22)

where RMp
i
and RMp

i−1
denote the average reliability of the nodes hosting ser-

vices 1 through i − 1, and services 1 through i, respectively. If the placement of

the sip results in a decrease in reliability, the reward function yields a negative

value. Similarly, in Equation 4.21 and Equation 4.22, the penalty value can vary

depending on the priority level of the service request. The final reward function

corresponding to the objective functionF is computed using Equation 4.23, where

ω1 , ω2 and ω3 are control parameters. These parameters can be adjusted based

on the priority level of the application.

rt = ω1 × rt
F1 + ω2 × rt

F2 + ω3 × rt
F3 (4.23)
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4.3 Deep RL Placement: Clipped PPO with transfer learn-

ing

Among deep reinforcement learning methods, Proximal Policy Optimization (PPO)

stands out for its efficient convergence and sampling, thanks to importance sam-

pling and adaptive clipping. PPO suits dynamic, discrete environments like com-

putational grids, making it ideal for placing critical medical services. As a Policy

Gradient (PG) method, PPO adjusts action probabilities based on their reward

impact, optimizing the policy πΘ

J(Θ) = EπΘ

[∑
ytrt

]
(4.24)

Since the objective is to maximize the reward, we use the gradient ascent method

to find the maximum value based on Equation 4.25:

θ
′
= θ + α∇θJ(θ) (4.25)

The objective is to compute the gradient of J(θ) with respect to θ, which is

referred to as the Policy Gradient algorithm. The policy gradient is represented

by Equation 4.26:

∇θJ(θ) = Eπθ

[
∇θ log πθ(at | st) Aθ(at | st)

]
(4.26)

Where Aθ (at|st) is the advantage function at time t, used to evaluate the at in

st. According to Equation 4.27, the expectation [▽θlogπθ( at|st )Aθ (at|st)] can be

estimated using the empirical mean obtained from sampling trajectories. How-

ever, policy gradient based algorithms are highly sensitive to the update step size.

Therefore, choosing an appropriate step size poses a significant challenge. More-

over, in practice, it has been observed that the difference between the old and new

policies during training in such methods can often be substantial.

One of the effective ideas in creating a limit on the difference between πθold and

πθnew is to use the clip function, which is called CLIP-PPO. Formally, the CLIP-

PPO objective function is defined byEquation 4.27:

LCLIP (θ) = Et [min (rt (θ)At, clip (rt (θ) , 1− ε, 1 + ε)At)] (4.27)

Where

clip (rt (θ) , 1− ε, 1 + ε) =


1− ε rt (θ) < 1− ε

rt (θ) 1− ε ≤ rt (θ) ≤ 1 + ε

1 + ε rt (θ) ≤ 1− ε

(4.28)

PPO is an actor-critic algorithm combining policy gradient and temporal difference

(TD) learning, both implemented using deep neural networks. The actor learns
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the policy to maximize cumulative rewards, while the critic evaluates the policy

and informs action updates. At time step t, the agent feeds state st to the actor.

Then the actor generate action at, receives reward rt , and moves to state st+1.The

critic estimates Vπθ (st) and Vπθ (st+1)) , and the agent calculates the TD error

usingEquation 4.29.

δt = rt + γVπθ(st+1)− (st) (4.29)

An estimate of At can also be calculated byEquation 4.30:

Ât = rt + γrt+1 + · · ·+ γT−t−1rT−1 + γT−tVπθ
(sT )− Vπθ

(st) (4.30)

To speed up service placement, transfer learning can be used by leveraging

knowledge from similar tasksEbrahimet al. (2025). A θ-buffer is maintained at the

placement node, storing a θ parameter for each application priority level, computed

using Equation 4.31:

θEL = αθEL
preLearn + (1− α) θEL

oldLearn (4.31)

To build a physical plan, the decision-maker reuses prior knowledge from place-

ments at the same priority level. It initializes θ using both the latest learned

parameter
(
θpreLearn

)
and the average of all past θ values

(
θoldLearn

)
to reflect

accumulated experience. Algorithm 1 is responsible for placing the microservices

of application p, including both the main and backup instances, if applicable.

Algorithm 4.1. • Input: Appp = {DAGp, ELp}, M

• Output: PPp //Physical placement of Appp

• θELp
← θbuffer(ELp) Initialize policy parameters ϑ1 and value parameters

φ1 using θELp

• k = 0, 1, 2, . . .

Collect χ trajectories Dk = {τ i}xi=1 using policy πϑk

• Compute rewards rt

• Compute advantage estimates Ât using value function Vφk

• Update policy:

ϑk+1 = argmax
ϑ

1

xT

∑
τ∈Dk

T∑
t=0

min

(
πϑ(at | st)
πϑk

(at | st)
Ât, g(ϵ, Ât)

)
• Update value function:

φk+1 = argmin
φ

1

xT

∑
τ∈Dk

T∑
t=0

(Vφ(st)− rt)
2
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• PPp ← Trained Policy Network(DAGp)

• Dispatcher ← PPp

• Update buffer: θbuffer(EL)← θbuffer(EL) ∪ (ϑk+1, φk+1)

Once an application’s DAG and backups are placed, the placement and node status

are sent to the edge node. The IoT device then routes requests through the edge,

cutting ties with the placer. If no response is received within ϵ≪ deadlinep , the

edge redirects the request to a backup (if available). Failures are reported back to

the placer, which initiates recovery. This process is detailed in Algorithm 2.

Algorithm 4.2. Input: DAGp request

Output: Action

Send DAGp to hosts(DAGp)

each sk ∈ sp

Ackk not received

Send sk to backup host(sk)

Send the event to the Placer Node

5. Performance evaluation

This section evaluates the effectiveness of the proposed intelligent service place-

ment framework under realistic and dynamic conditions. The assessment is con-

ducted using a synthetic microservice-based application modeled as a DAG, en-

abling controlled analysis of placement behavior across varying service dependen-

cies and resource demands. The computational characteristics of the microservices,

system configuration parameters, and learning hyperparameters are first described.

Subsequently, the simulation environment is introduced, followed by a detailed dis-

cussion of the experimental results and comparative performance analysis

5.1 Application Case Study-Random DAG-Based Microser-

vice Application

To systematically evaluate the proposed placement strategy without bias toward a

specific application domain, a randomly generated microservice-based application

is employed as the case study. The application is represented as a DAG, where

nodes correspond to individual microservices and edges denote data and execution

dependencies. This abstraction allows the evaluation of placement decisions under

diverse execution paths, parallelism levels, and dependency structures commonly

observed in real-world continuum applications. The DAG is generated using a ran-

dom graph construction process that, while varying the number of microservices,
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also ensures a variety of dependencies between them. Each microservice is assigned

heterogeneous computational requirements in terms of CPU instructions, memory

footprint, and storage demand, reflecting realistic variability in service workloads.

The resulting DAG consists of eight interacting microservices, providing sufficient

complexity to assess response time, load distribution, and reliability-aware place-

ment decisions. Table 3 summarizes the computational requirements of the con-

stituent microservices.Table 3 shows the range of computational requirements of

the constituent microservices.

Table 3: Computing requirements for application microservices

service CPU (M) Memory (MB) Storage (MB)

Microservices i [200-1000] [256-1000] [500-1000]

5.2 implementation details

The simulation was conducted using Python along with the Torch and NetworkX

libraries, all executed on Google Colab. The computing continuum used for the

simulation is illustrated in Figure 6. The placement services are located in the first

fog layer, which is closer to the cloud layer. These services are continuously backed

up in the cloud, and in case of necessity, the backup is transferred to another node

within the same layer. This study does not address the problem of selecting a

host for the placement service. It is assumed that the cloud node selects the host

nodes in the first fog layer based on its own predefined criteria.The simulation

is conducted with one cloud data center, two fog clusters—each consisting of 25

nodes, and one edge node designed to support up to 30 users. Users can dynami-

cally enter or leave the continuum at any time. Table 4 and Table 5 respectively

present the characteristics of the simulation environment, while Table 6 lists the

hyper parameters used in the proposed algorithm. Hyper parameter values for the

deep learning algorithm in service placement has been adopted from Wanget al.

(2024)

Table 4: Computational capacities of nodes in different layers of the desired com-

puting continuum

Level CPU (MIPS) RAM (MB) Storage (GB)

0-Cloud datacenter Unlimited Unlimited Unlimited

1-Fog cluster nodes 4000 25000 2000

2-Fog cluster nodes 2800 6000 1000

Edge node 2000 4000 500
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Figure 6: The desired computing continuum for simulation

Table 5: Communication delay between nodes in the computing continuum

Network Link Latency (ms)

Cloud-Fog cluster 1 3000

Fog cluster1-Fog cluster2 1000

Fog cluster 2-Edge 500

Edge-IoT 50

Table 6: Hyperparameter values for deep reinforcement learning-based placement

service

Hyperparameters Value

Epoch 500

Neural network layers 3

Hidden layer units 64

Optimization method Adam

Activation function ReLU

Discount factor 0.9

Actor learning rate 0.0003

Critic learning rate 0.001

Policy objective function coefficient 1

Value function loss coefficient 0.5

Entropy bonus coefficient 0.01

Reward coefficients for critical services

Response time = 0.6
Load balancing = 0.1

Reliability = 0.3

Reward coefficients for potential critical services

Response time = 0.5
Load balancing = 0.2

Reliability = 0.3

Reward coefficients for normal services

Response time = 0.3
Load balancing = 0.6

Reliability = 0.1
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To evaluate the performance of the proposed algorithm under node failure condi-

tions, the initial failure rate of each node is randomly assigned using a uniform

distribution within the range [0.01, 0.08]. This range ensures that even relatively

healthy nodes experience multiple failures during the execution of the maximum

number of requests. During the simulation, each node’s failure rate is updated

dynamically. In the event of a failure, the failure rate of node j increases by 0.005.

If a request is successfully executed, the failure rate decreases by the same amount.

The minimum failure rate is 0.01, and the maximum is 0.08. To assess the effi-

ciency of the proposed method, we compare it not only with basic algorithms such

as Random Placement and First-Fit, but also with a Genetic Algorithm-based

approach (GA) Sarrafzadeet al. (2022) and the DRLIS method Wanget al. (2024),

which are state-of-the-art methods reviewed in the related works. The evaluation

is carried out based on various workload volumes, as defined in Table 7, for end

users. The deadline constraint is also set as follows: A maximum of 40 seconds for

critical users, 60 seconds for potentially critical users, and 120 seconds for normal

users. The figures in the following section illustrate the performance of the com-

pared methods based on various parameters. Each chart reports the average of 30

simulation runs for each number of end users.

Table 7: Different load volumes for evaluation

loadsize Max request per and user Total requests

Low 30 900

Medium 60 1800

Heavy 90 2700

5.3 Experimental Result

In this section, the proposed method is compared with the aforementioned methods

based on several parameters and the results are analyzed.

(a) Critical deadline violation in low load

(b) Critical deadline violation in medium

load
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5.3.1 Deadline violation

Figures 7–12 illustrate the rate of missed deadlines of user requests under vari-

ous workloads. Delayed response or service breakdown in the continuum is the

major source of deadline violations. Figures 7–9 account for critical-priority re-

quests, and Figures 10–12 account for potentially critical requests; normal-priority

requests are excluded since their deadlines are loose and the violation rate is very

low. The approach consistently beats other methods, especially with tight timing

constraints, due to its accurate real-time condition awareness and adaptive node

ordering. This increases robustness to both delay- and failure-induced violations,

particularly in time-critical scenarios.

(a) Critical deadline violation in heavy

load

(b) Potential critical deadline violation in

low load

(a) Potential critical deadline violation in

medium load

(b) Potential critical deadline violation in

heavy load
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5.3.2 Deadline violation by fault

Due to the importance of generating timely results for user requests, the proposed

method employs backup creation techniques to handle failures effectively. Figures

13-18 illustrate the performance of the compared methods in response to failures

within the computing continuum. These figures specifically depict the number of

violated requests caused by failure events, limited to critical and potentially critical

priority levels. For normal priority requests, failures can typically be handled

using reactive techniques due to more relaxed deadlines; therefore, such requests

are not included in the presented graphs. In Figures 13-15, the proposed method

clearly outperforms the compared methods in handling failures, primarily because

it creates backup instances for all microservices, ensuring service continuity even

in the event of node failures.

(a) Potential critical deadline violation in

heavy load

(b) critical deadline violation by fault in

low load

A second notable point from these figures is that the proposed method prioritizes

nodes with higher reliability for hosting critical requests. This results in fewer fail-

ures occurring for these nodes, and consequently, a smaller percentage of violated

critical requests. Figures 16-18 focus on potentially critical requests, for which

the proposed method only creates backups for selected microservices. Therefore,

while the reduction in failure-related violations is less pronounced than for critical

microservices, the method still achieves a significant improvement compared to

other approaches. Overall, the proposed method effectively reduces the impact of

failures, especially for high-priority user demands.

5.3.3 Node reliability index

To minimize the number of deadline violations caused by failures, selecting hosts

with higher reliability is of critical importance. The proposed method incorporates

this factor into its service placement decisions across various request priority levels.

For critical-priority requests, this metric is given greater influence in the placer

agent’s decision-making process. Although the impact of reliability decreases with
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(a) critical violation by fault in heavy load

(b) potential critical violation by fault in

low load

(a) potential critical deadline violation by

fault in medium load

(b) potential critical deadline violation by

fault in heavy load

lower-priority requests, it is not ignored even for normal-priority demands during

scheduling.

(a) Critical reliability index in low load

(b) Critical reliability index in medium

load

The effectiveness of the proposed method in selecting suitable hosts for each re-

quest type under varying workload volumes is demonstrated in Figures 19-27. In

Figures 19-21, which correspond to critical-priority requests across different num-

bers of end users, the proposed method consistently maintains higher average host

reliability compared to other approaches. This is due to the greater weight as-
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(a) Critical reliability index in heavy load

(b) Potential critical reliability index in

low load

(a) Potential critical reliability index in

medium load

(b) Potential critical reliability index in

heavy load

(a) Normal reliability index in low load

(b) Normal reliability index in medium

load

signed to reliability when placing critical services, which is essential for ensuring

service continuity. In Figures 22-24, which show results for potentially critical

requests, the influence of host reliability on placement decisions is lower. As a

result, the reliability values for selected hosts are generally better but at certain

points closer to those of other methods. Finally, in Figures 25-27, which present

results for normal-priority requests under various workload levels, the influence

of host reliability is minimal. While some other methods may occasionally select

more reliable hosts, the proposed approach still demonstrates solid performance,

showing that even with reduced emphasis on reliability, its overall decision-making

strategy remains effective.
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Figure 17: Normal reliability index in heavy load

5.3.4 Load balancing

Another influential parameter in the performance of a computing continuum is

load balancing across its nodes. However, this balance is not equally critical for

all application types. Certain applications—especially those composed of a set

of microservices—require low-latency responses, which is best achieved when the

microservices are placed on the same node or on nodes located close to each other,

and as near as possible to the end user. The proposed method takes this re-

quirement into account. Therefore, the influence of load balancing in placement

decisions is adjusted based on the response time sensitivity of the application.

(a) CPU balancing in low load (b) CPU balancing in medium load

For applications handling critical requests, the placer minimizes consideration of

load distribution, prioritizing fast response over balanced resource use. Conversely,

for applications with normal-priority demands, load balancing receives the highest

importance in the placement decision process. Figures 28-30 illustrate CPU load

balancing across different nodes for all application priority levels under various

workload intensities. Meanwhile, Figures 31-33 depict the overall memory load



26 R. Sookhtsaraei & et al.

balancing across the computing continuum for all application types combined. Due

to the priority-aware consideration of load balancing in the proposed method, the

results show intermediate behavior across different workload levels when compared

to other methods. The values presented in Figures 28-33 represent the standard

deviation of the respective resource usage over time, which serves as a measure of

load balance quality across the continuum.

(a) CPU balancing in heavy load (b) CPU balancing in medium load

(a) Memory balancing in medium load (b) Memory balancing in heavy load

6. Conclusion

In this study, a method based on a deep reinforcement learning algorithm was

proposed for the placement of services in mission-critical applications across the

cloud-to-edge computing continuum. Various priority types of services in such

applications were identified. The influencing parameters for ensuring the quality

of these services were modeled and utilized within a weighted objective function. A

placement service, located in the upper layers of the continuum, selects appropriate

nodes based on the priority of each service. This placement service assigns specific

weights to the influencing parameters according to the input application’s priority

and determines the host nodes for placing the application’s microservices using the
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PPO (Proximal Policy Optimization) algorithm. To accelerate and improve the

accuracy of decision-making, the scheduler also leverages prior knowledge through

transfer learning. Following the placement of microservices for an application,

the placement service enhances fault tolerance during service delivery using a

primary-backup approach. Based on the application’s priority, a number of backup

instances are created and deployed on specific nodes—selected according to the

influencing parameters—so that in case of failure of the primary instance, service

delivery can continue seamlessly via the backup.

For future work, by using user’s context data and predicting their future scenarios

can reserve resources in advance at specific times before users arrive in a certain

area—especially for high-priority users—enabling faster and more reliable decision-

making. Additionally, for certain critical services, multiple backup instances can

be deployed across different layers based on resource availability, increasing fault

tolerance. Moreover, by incorporating additional parameters such as energy, it is

possible to manage energy consumption of edge devices and continuum nodes to

improve service availability over time.
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Ocampo, Andres F., and José Santos. (2024),Reinforcement Learning-Driven Ser-
vice Placement in 6G Networks across the Compute Continuum,In 2024 20th
International Conference on Network and Service Management (CNSM),1-9,
IEEE.

Pallewatta, S., V. Kostakos, and R. Buyya. (2024),Reliability-Aware Proactive
Placement of Microservices-Based IoT Applications in Fog Computing Environ-
ments,IEEE Transactions on Mobile Computing,23,11326-11341.

Patwary, Mohamad, Prakash Ramchandran, Sujata Tibrewala, T. K. Lala, Freder-
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