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Abstract: With the rapid expansion of virtual education, detecting cheating in

online examinations has emerged as a critical challenge in ensuring the validity

and integrity of educational assessments. In this study, the concept of ”Cheating

Rank”(CR) is introduced, and this rank is calculated using a multi-stage method

based on the analysis of data derived from online examinations. In this approach,

students’ answer sheets are optimally categorized using the K−means++ cluster-

ing algorithm, with the number of clusters dynamically and optimally determined,

thereby distinguishing similar behavioral and performance patterns. Subsequently,

by examining network status, examination duration, and response patterns, the

cheating rank of each student is determined. To evaluate the validity of this

ranking, the significance of the relationship between the performance discrepancy

of students in in-person examinations and online examinations and the cheating

rank is assessed using the non-parametric Mann-Whitney U test. The results

demonstrate the high effectiveness and generalizability of the combined approach

of dynamic clustering and multi-stage analysis in monitoring the integrity of online

examinations and identifying cheating.
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1. Introduction

Over the past decade, the proliferation of digital technologies has engendered new

opportunities in education. One of the most significant developments is the ability

of students to enroll in online courses, thereby offering them a choice between

traditional in-person classes and computer-based instruction. These online courses

have rapidly gained popularity among students due to their enhanced flexibility

and reduced commuting costs. In parallel, online examinations have emerged

as a pivotal tool for assessing student performance, progress, and the quality of

education within this digital framework. Such examinations not only evaluate

educational objectives but also facilitate the learning process by providing prompt

feedback Kaddoura and Gumaei (2022); Yulita and et al. (2023); Carrasco and

et al. (2023); Noorbehbahani et al. (2022).

Online examinations provide valuable insights into the effectiveness of educa-

tional courses and play a pivotal role in identifying strengths and weaknesses in

instructional design and delivery. Among the advantages of this assessment modal-

ity are its environmental sustainability, cost-efficiency, logistical convenience, rapid

feedback provision, enhanced assessment accuracy, and improved educational decision-

making. However, despite these notable benefits, online examinations are con-

fronted with significant challenges, including an elevated risk of cheating and

breaches of academic integrity Yulita and et al. (2023).

Such challenges can directly undermine the quality and credibility of online

education, thereby eroding trust in this mode of instruction Ramzan and et al.

(2024). Furthermore, the complexity of monitoring online examinations and the

difficulty in controlling suspicious behaviors necessitate the adoption of technolog-

ically advanced methods for more precise assessment of test-takers performance.

The integration of cutting-edge technologies with behavioral analysis algorithms

can facilitate the detection of anomalous activities during examinations, contribut-

ing to the establishment of a fair and secure testing environment Wang and et al.

(2023).

Weaknesses in internal control mechanisms and the trivialization of the con-

sequences of cheating may create an environment conducive to increased cheating

across various subjects and educational settings Chen and et al. (2024). More-

over, the issue of cheating is not confined to educational contexts alone. Extensive

research has been conducted in domains such as financial fraud detection and the

identification of fake social media accounts, where algorithms for fraud detection

have been developed Lai and et al. (2023).

In the realm of education, numerous studies have explored strategies for cheat-

ing detection. For instance, one study Yulita and et al. (2023) proposed a model

based on the analysis of students’ physical positioning and movement patterns in
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front of a camera, coupled with neural network techniques, to predict the likeli-

hood of cheating. Another study Borzoei and et al. (2021) employed deep learning

models to analyze visual frames and speech data to identify fraudulent behaviors.

Additionally, research Kaddoura and Gumaei (2022) investigated the relationship

between the timing of exam initiation and students’ multiple-choice responses to

assess the probability of cheating among them.

In Essay Exams, conventional cheating detection methods are often insuffi-

cient, necessitating advanced text analysis techniques to identify linguistic patterns

and examine inter-response correlations. For example, a study Cao and et al.

(2023) utilized a method called BTextCan for cheating detection, which leverages

the BERT BASE language model to map user responses into vectors and subse-

quently selects the most salient features from the extracted local attributes. While

BERT BASE is effective for processing large datasets, its efficiency diminishes in

online written exams due to limited data availability and its focus on individual

sentences, hindering its ability to capture deep contextual relationships.

In another study Wang and et al. (2015), a combination of decision tree

algorithms and Gradient Boosting Machines (GBM) was employed for cheating

detection. Despite its high accuracy, this approach faces challenges such as over-

fitting, extensive tree structures, and high sensitivity to noise, which adversely

affect result quality.

Current machine learning methods for cheating detection predominantly rely

on data sampling. Although this approach enables algorithms to observe diverse

behaviors, random sample selection may yield unstable results and fail to provide

a comprehensive understanding of behavioral patterns Xu and et al. (2023).

Consequently, there is a pressing need for more precise and robust methodologies.

In current research, a novel method for detecting cheating in online exami-

nations is proposed. Unlike existing methods that often require controlled envi-

ronments or specialized hardware such as cameras, microphones, and high-speed

internet, the proposed approach is based on a comprehensive analysis of exams logs

data, including scores, response times, answer patterns, and network-related in-

formation. This enables cheating detection without the need for additional equip-

ment. To achieve this, a multi-stage methodology has been developed, wherein

the CheatingRank (CR) of each student is quantitatively calculated based on

behavioral and performance indicators.

The remainder of this article is structured as follows: Section 2 reviews studies

related to cheating detection across various domains. Section 3 elaborates on

the stages of the proposed cheating detection method. Section 4 evaluates the

performance of the presented model and reports the results. Finally, Section 6

concludes the article with a summary of the research findings.
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2. Literature Review

In recent years, fraud and anomaly detection have been extensively studied across

various domains, including finance, telecommunications, digital currencies, and

online platforms. In these domains, a wide range of techniques such as classi-

fication models, clustering algorithms, statistical analysis, explainable artificial

intelligence, and deep learning architectures have been employed to identify sus-

picious patterns and abnormal behaviors. These methodological advances provide

a solid foundation for analyzing large-scale and complex behavioral data.

Several studies have demonstrated the effectiveness of advanced machine learn-

ing and neural network models for fraud detection. For instance, attention-

based and boosting-based models have been proposed to extract latent fraud pat-

terns and improve detection performance Xu and et al. (2023). In addition,

classification-based frameworks combining secure and dynamic clustering mech-

anisms have shown strong robustness in online environments Zhou and et al.

(2023). Recent research has also explored explainable artificial intelligence mod-

els to enhance interpretability in financial fraud detection Yi and et al. (2023);

Kazemi and Piri (2023); Mohammadi and et al. (2023), as well as supervised

learning approaches for fraud detection in digital currency platforms Lei and et al.

(2023). Moreover, advanced neural network architectures, including distributed

neural networks and graph neural networks, have been successfully applied to de-

tect fraud in complex and sparse datasets Chen and et al. (2024); Habibpour and

et al. (2023); Ghamari Moghaddam and Nakhaei (2023). Hybrid and graph-

based approaches have also been investigated in specialized domains such as tax

fraud, online auctions, telecommunications, and network anomaly detection Dad-

farnia and Adibnia (2019); Wu and et al. (2024); Jalali Dehkordi and et al.

(2023); Perumal and et al. (2024). Furthermore, object detection-based monitor-

ing systems combined with blockchain technologies have been proposed to reduce

human supervision and prevent manipulation in exam environments Kulkarni and

et al. (2025).

Building upon these methodological developments, cheating detection in edu-

cational assessments has attracted increasing attention. Early approaches focused

on paper-based examinations, demonstrating that cheating behavior is influenced

not only by answer similarity but also by the exam environment Hung and et al.

(2010). With the transition to online and computer-based exams, technology-

driven solutions such as personalized exam sheets and monitoring software have

been introduced to mitigate cheating. Given the challenges of large-scale online

monitoring, deep learning-based approaches using human activity recognition and

webcam data have been proposed to automatically detect suspicious behaviors,

achieving promising performance Yulita and et al. (2023).
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In the context of online examinations and higher education, behavioral and

response-based analyses have been shown to be particularly effective. Multi-

layered feature analysis and response similarity metrics have demonstrated high

accuracy in detecting cheating in online exams Duhaim and et al. (2021). Clus-

tering techniques applied to features such as IP addresses, response times, and

answer patterns have been successfully utilized in learning management systems

such as Moodle to identify anomalous student behaviors Noroozi and Mohamady

(2011). More recently, cheating detection has been explicitly investigated in higher

education environments through the analysis of student activity and interaction

data, highlighting the importance of behavioral indicators and scalable automated

detection mechanisms Alsabhan (2023); Ortin and et al. (2025). In addition,

real-time or near real-time cheating detection systems for online exams have been

proposed to identify suspicious behaviors during assessments Khabbachi and et al.

(2024).

Despite the diversity of existing methods, many approaches rely on intrusive

real-time monitoring or single-stage detection strategies, which may limit their

applicability across different courses and examination settings. Industry-oriented

reports have also summarized common cheating strategies in online assessments,

further emphasizing practical challenges faced by educational institutions Janison

(2024). In contrast, this study introduces a multi-stage, education-oriented frame-

work that employs dynamic K-means++ clustering to analyze online examination

data, including student responses, response times, and network information. By

assigning a quantitative Cheating Rank to each student, the proposed approach

enables more precise behavioral analysis while enhancing robustness and general-

izability.

Table 1: Comparison of Previous Studies

Study Method Classification Clustering Mathematical Other Context Evaluation Criteria

Yulita and et al. (2023) HAR X Education F1

Wang and et al. (2023) SCN GNN X Financial −
Cao and et al. (2023) AM Boost X Financial Re,F1,AUC

Wang and et al. (2015) Monitoring X Education −
Hung and et al. (2010) DCA,CSPRA X Education −
Zhou and et al. (2023) XAI X Financial −

Yi and et al. (2023) ESOA X Financial Precision,AUC

Kazemi and Piri (2023) SVM,DT X Financial Precision

Lei and et al. (2023) DDNN X Financial Precision

Habibpour and et al. (2023) Ensemble,MCD X Financial Precision

Ghamari Moghaddam and Nakhaei (2023) ID3 X Tax Accuracy

Dadfarnia and Adibnia (2019) L1 Noram X Auction TPR,FPR

Wu and et al. (2024) LSG FD X Network

Jalali Dehkordi and et al. (2023) DMDC X Education F1, P reciaion

Duhaim and et al. (2021) X Education Jaccard

Kulkarni and et al. (2025) PoseNet, COCO − SSD X Education

Perumal and et al. (2024) CAEP X Network F1, precision

Alsabhan (2023) LSTM X Education Accuracy

Ortin and et al. (2025) RNN,CNN X Education Accuracy, F1

Khabbachi and et al. (2024) emotionrecognition X Education F1, P recision

Janison (2024) RNN,DFT X Education Accuracy, F1

CurrentStudy MultiStage X Education Silhouette
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3. Methodology

In this research, the CheatingRank(CR) is introduced, which is a numerical value

ranging from 0 to 6, assigned based on students’ online exam results and behavioral

patterns. A Cheating Rank of 0 indicates that, according to the proposed method,

no cheating has occurred. Higher values suggest a greater likelihood of the student

exhibiting behaviors indicative of cheating.

To both prevent potential cheating and ensure that variations in internet speed

do not affect the analysis, exam questions were presented to students one at a time

and in a randomized order. This design serves as a routine safeguard while allowing

fair evaluation of all students.

The online exam log file is first analyzed. The exam consists of multiple-choice

questions. Initially, the CR for all students is set to 0. Students are then clustered

based on their responses to online exams. Within each cluster, if the similarity

exceeds a predefined threshold, one unit is added to the corresponding student’s

CR.

In the next stage, the IP address used by the student to access the exam is

examined. This analysis is conducted from two perspectives. First, the student’s

IP address is compared for similarity with those of other students. Second, the

number of distinct IP addresses used by the student to access the same exam is

evaluated. At this stage, up to 2 units may be added to the CR.

In the subsequent stage, the number of sessions a student has attended in

instructional classes is evaluated. If this count falls below a predefined threshold,

one unit is added to the CR.

Another factor examined is the time spent on the online exam. If a student

completes the exam significantly faster than the allocated time, one unit is added

to their CR.

The final stage involves analyzing the response behavior to exam questions. If

a student answers questions correctly without altering any options, an additional

unit is added to their CR.

Figure 1 illustrates the stages of the proposed method. Further details of

this method are elaborated in the following sections. As with any methodological

approach, evaluation is essential. To this end, an in-person exam with the same

content as the online exam is administered to students at the end of the term.

The model’s performance is then assessed by comparing students’ results in both

the in-person and online exams and statistically correlating them with the derived

CR.

Each of these sections will be explained in detail below.
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Figure 1: The Stages of Proposed Method.

3.1 Data Set

The dataset for this study comprises information from the Learning Management

System (LMS) and online exam records of 140 undergraduate Computer Engineer-

ing students at Payame Noor University, Tehran Province. Among these students,

18 withdrew from the course before the final exams and were excluded from the

analysis. The data of the remaining 122 students, along with the semester in

which the exams were conducted, are presented in Table 2. As indicated in the

table, three classes from two different courses were selected for analysis: “Discrete

Mathematics” (one class) and “Automata Theory and Languages” (two classes

in different semesters). These courses were delivered online via the university’s

LMS. Students completed one online exam and one in-person exam at the end of

the semester. Both exams were designed using common course content, and each

exam was scored out of 8 points.

Table 2: Details of the Three Classes Included in the Dataset

CourseID Course Name Semester Number of Students Female Male

A Automata Theory and Languages 4021 20 11 9

B Discrete Mathematics 4021 45 19 26

C Discrete Mathematics 4022 57 19 38

Sum 122

The online exam was configured such that students could view only one ques-

tion at a time, with the next question appearing only after the current one was

answered. To enhance the integrity of the online exam, questions were designed

without a ”back” option; once a response was submitted and the next question

displayed, students could neither review nor revise previous answers.

Upon completion of the online exam, two log files are accessible. The first log

file includes the following attributes:

• Username: Corresponds to the student ID.

• First Name



182 S.F. Noorani et al.

• Last Name

• Exam Taken: Indicates participation status (TRUE if the student partici-

pated, FALSE otherwise).

• Unanswered: Number of unanswered questions.

• Incorrect: Number of incorrectly answered questions.

• Correct: Number of correctly answered questions.

• Score: Final exam score.

Additionally, detailed response information for each individual exam question

is also accessible in this file.

The second log file records activity history, including the time of exam entry,

time of accessing each question, time of any option changes, and time of response

submission. This log file comprises the following attributes:

• Date: Based on day and hour.

• Username: Student ID.

• IP: IP address of the device used by the student to access the exam.

• Log Type: Includes two values: ”Activity Entry” and ”Response Submis-

sion.” The former indicates the time of entering the exam or a specific ques-

tion, while the latter denotes the time of submitting a response.

• Details: Contains information about the course and the corresponding ques-

tion.

Parts (a) and (b) of Figure 2 display excerpts from the first and second log files

related to the exam, respectively.

Additionally, the number of online class sessions attended was extracted from

the system, and this feature was also incorporated into the dataset generation pro-

cess. By integrating the ”number of online class sessions attended” and selecting

specific attributes from the two online exam log files, the final set of features listed

in Table 3 were employed for analysis in this study.

Ultimately, the data set comprised 1536 records, with the number of records

corresponding to each course and semester presented in Table 4.
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(a) The first log file

(b) The second log file

Figure 2: The online exams log files

3.2 Data Preprocessing

Due to the variability in the values of different features within the dataset, nor-

malization was necessary, specifically for time and IP address data.

For time, since the activity timestamps in the exam log are recorded in the

format ”Sunday, May 10, 2024 17:22,” the hour and minute were first extracted.

Subsequently, time was segmented into 5-minute intervals. For example, if the

exam started at 17:00 and the student entered within the first 5 minutes, it was

categorized as Interval 1. If they entered during the second 5-minute window (e.g.,

17:07), it was categorized as Interval 2. This process was applied to the start time,

response submission time, answer change time, and exam completion time.

For IP addresses, each IP value was converted into a decimal number. This

was achieved by multiplying each segment of the IP address (from right to left) by

2560, 2561, 2562, and2563 respectively, and then summing the results. For example,
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Table 3: The attributes of Dataset

No AttributeName Description

1 StudentId Student number

2 ExamName (A,B,C)

3 Activity Type Including the values ”Exam Entry”,”Question Answered”,

”Answer Changed”, and ”Exam Completion”.

4 Status of Questions 1 to 10 0:Unanswered or Incorrectly Answered

1: Correctly Answered

Each question is treated as a distinct attribute,

resulting in a total of 10 attributes.

5 Number of Unanswered Questions

6 Correct Answers Count

7 Incorrect Answers Count

8 Score

8 Exam Start Time

9 IP(S) IPs Used by the Student to Access the Exam

10 Attendance Count Number of Online Sessions Attended for the Course

11 Total Time Spent on Exam

12 Answer Change Count per Question The log file captures the count of answer option changes for each question.

Table 4: Number of Records in the Dataset

Course Number of Students Number of Records

A 20 309

B 45 675

C 57 556

for the address 213.195.1.166:

213 × 2563 + 195 × 2562 + 1 × 2561 + 166 × 2560 = 3586326950

This normalization ensures consistency and facilitates further analysis.

3.3 A Multi-Stage Approach for Calculating the Cheating

Rank

The proposed Cheating Rank calculation approach in this study consists of five

distinct stages. In the first stage, response similarities in the online exam are

examined. The second stage involves analyzing the IP addresses used by the

student to access the exam. In the third stage, the student’s participation and

attendance in online classes for the relevant course are evaluated. The fourth stage

assesses the speed of response during the exam, while the fifth stage analyzes the

response approach, specifically focusing on whether answer options were changed

during the exam.

At each stage, if suspicious indicators are detected, one unit is added to the stu-

dent’s CR. The CR ranges from 0 to 6, where 0 indicates no cheating, and higher

values signify an increased likelihood of cheating and more suspicious conditions.
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In this research, initial clustering is performed solely based on responses to

each online exam question, the number of correct and incorrect answers, and the

exam score. This selection allows for better focus on direct indicators of cheating

and enables a gradual, step-by-step analysis.

Thus, this multi-stage approach ensures a balance between model accuracy and

efficiency while providing deeper analytical insights and improved interpretability

of results.

The details of these stages are elaborated in the following sections.

3.3.1 Analysis of Online Exam Response Similarity Using Clustering

In this stage, clustering is performed using the following features: correct or incor-

rect responses to each multiple-choice question, number of unanswered questions,

number of incorrect answers, number of correct answers, actual exam start time

for each student, and score. While the official exam start time is the same for all

students, the recorded start time reflects ”when each student actually entered the

exam”, which can vary among students. For each question, a value of 1 indicates

that the student answered correctly, while 0 indicates either an unanswered or in-

correctly answered question. The K-means++ algorithm is employed for clustering

based on these features.

3.3.1.1 K-means++ algorithm:

The K-means++ algorithm is an intelligent enhancement of the traditional K-

means algorithm, designed to improve the selection of initial cluster centers. In

standard K-means, initial centers are chosen randomly, which can lead to poor

convergence or suboptimal results. In contrast, K-means++ selects initial centers

in a way that optimizes their distribution and ensures they are well-separated.

This smart initialization results in faster convergence and higher-quality cluster-

ing compared to traditional K-means. The general process of the K-means++

algorithm is as follows:

• First Center Selection: One center is randomly selected from the dataset.

• Subsequent Center Selection: Each subsequent center is chosen with a proba-

bility proportional to the squared distance from the nearest already-selected

center. This means data points farther from existing centers have a higher

probability of being selected as the next center.

• Repeat Until k Centers Are Selected: This process continues until all k

centers are chosen.
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By ensuring a more balanced and strategic placement of initial centers, K-

means++ significantly improves the clustering outcome.

3.3.2 Stage 1: Cheating Rank Assignment within Clusters

To select clusters for analyzing in subsequent stages, the average similarity between

students within each cluster is calculated. Subsequently, leveraging expert opinion

(from the course instructor) and the Pareto Principle, the likelihood of cheating

within clusters is assessed.

The Pareto Principle, also known as the 80/20 rule, was first introduced by Ital-

ian economist Vilfredo Pareto. It posits that in many systems and natural or social

phenomena, outcomes are distributed asymmetrically, with a small proportion of

factors accounting for a large proportion of results. Specifically, the principle sug-

gests that approximately 20% of causes are responsible for 80% of effects. While

the exact 80/20 ratio may not hold in every context, the core concept—namely, the

asymmetry in cause-and-effect distributions—is observable across domains such as

economics, management, data analysis, and education. In the context of cheating

detection in online exams, this principle can be applied to identify a small subset

of participants who exhibit the highest deviation or likelihood of cheating relative

to others. Thus, incorporating the Pareto Principle in the design of cheating de-

tection systems can help focus analytical resources on higher-risk cases, thereby

enhancing detection efficiency Newbold and et al. (2013).

Based on this approach, the distance between each cluster member and the

other members is calculated. If the average similarity of online exam responses

within a cluster exceeds 80%, that cluster is deemed suspicious of cheating, and

the CR of 1 is assigned to all its members.

3.3.3 Stage 2: Analysis of the IP Address Used by the Student to

Access the Exam

In this study, students sharing the same IP address were distinguished from other

participants. It is important to note that shared IP addresses do not necessarily

imply fraudulent behavior; for example, students accessing the exam from a com-

mon location, such as dormitories via the same network, may do so without any

misconduct. However, it cannot be overlooked that multiple students taking an

exam in an unsupervised shared environment increases the risk of cheating Gao

(2012).

Additionally, any student using more than one IP address during the exam

was considered at risk of misconduct. The use of multiple IPs by a single indi-

vidual during the exam may indicate non-transparent behavior inconsistent with
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exam regulations. Consequently, this is defined as a violation of exam rules and

contributes to an increase in the Cheating Rank Tiong and et al. (2022).

Accordingly, up to 2 units may be added to the CR in this stage. If students

accessed the exam using a shared IP, 1 unit is added to their CR. Subsequently,

any student who accessed the exam using multiple IPs also receives an additional

1 unit to their CR.

3.3.4 Stage 3: Analysis of Class Attendance

In educational settings, assessing student behavior and performance is crucial for

evaluating learning outcomes. Frequent absences or insufficient class participation

can serve as indicators of increased cheating likelihood Valızadeh (2022). To

account for the impact of class attendance on the Cheating Rank, a threshold is

defined; students with attendance below this threshold receive an additional unit

to their CR. This threshold is determined using both the instructor’s expertise

and the Pareto Principle.

According to the Pareto Principle, approximately 20% of students account for

the majority of irregularities. Therefore, in this study, the attendance threshold is

set at 80%, meaning students attending fewer than 80% of sessions are considered

at higher risk of cheating, and their CR is increased by one unit.

3.3.5 Stage 4: Analysis of Exam and Questions Response Time

In this study, the time spent by students on answering the total exam questions

was examined as a behavioral indicator. If a student’s total response time is sig-

nificantly less than the standard time set by the instructor, this situation may be

considered a sign of potential cheating Tiong and et al. (2022). However, it is

noteworthy that reduced time can sometimes be attributed to the student’s pro-

ficiency. Therefore, to avoid misinterpretations, only when this reduction exceeds

20%, one unit is added to the Cheating Rank. This threshold was determined

using the instructor’s expertise and the Pareto Principle, with the value set at

80% of the total standard exam time.

In addition to the total exam duration, the time spent on each question was

also analyzed. To this end, a standard method in data mining, namely outlier

detection, was employed. In this method, a coefficient called the Interquartile

Range (IQR) is used, which is defined as the difference between the first and third

quartiles of the data. The first quartile (Q1) represents the point below which 25%

of the data fall. The second quartile (Q2) corresponds to the median, where 50%

of the data are located, and the third quartile (Q3) represents the point below

which 75% of the data fall.
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According to this approach, observations that are less than Q1− 1.5× IQR or

greater than Q3 + 1.5 × IQR are considered outliers Han et al. (2012).

Accordingly, the first, second, and third quartiles of the time spent on each

question are computed. Then, for each student, the time spent on each question

is examined to determine whether it is an outlier.

Finally, if more than two questions for a given student are identified as outliers,

one unit is added to that student’s CR.

3.3.6 Stage 5: Response Behavior Analysis

This study focuses on analyzing students’ response patterns to identify suspicious

behaviors and detect potential cheating in online exams. Since fraudulent behavior

often exhibits patterns distinct from honest behavior, data analysis is employed to

extract behavioral indicators. One such indicator is the pattern of answer changes.

Students who hesitate and change their answers are considered less likely to be

cheating. Conversely, as noted by Man (2023) Man and Harring (2023), rapid,

unchanged responses with high scores may indicate abnormal behavior.

Importantly, this factor is interpreted in the context of overall student behav-

ior and relative patterns within the class, taking into account differences in ability

and exam difficulty. Notably, the exam questions in this study were of moder-

ate difficulty, so correct answers without changes are not automatically suspicious.

Accordingly, students who answered more than 80% of questions quickly and with-

out changing responses were assigned an additional unit in their CR, reflecting a

higher likelihood of irregular behavior, but not a definitive conclusion of cheating.

3.3.7 Simulation Environment

In this study, Python programming language and Visual Studio Code (VSCode)

were used for data preprocessing, clustering, and Cheating Rank calculation. VS-

Code is a versatile integrated development environment (IDE) with numerous

extensions supporting project execution and simulation.

4. Results and Discussion

In this section, we introduce the performance metrics, describe the model param-

eter determination process, and compare the performance results of the proposed

model with existing methods.
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4.1 Clustering Performance Metrics

One important metric for evaluating clustering quality is the Silhouette Index

Rousseeuw (1987), which quantitatively measures the compactness and separation

of clusters. This metric assesses the quality of clustering by evaluating how close

each sample is to its own cluster center relative to the nearest neighboring cluster.

For each data sample, the silhouette value is calculated based on two parameters:

• a(i): The average distance of sample i to all other samples within its cluster

(compactness metric).

• b(i): The average distance of sample i to all samples in the nearest neigh-

boring cluster (separation metric).

The silhouette value for sample i is computed as follows:

S(i) =
b(i) − a(i)

max(a(i), b(i))
(4.1)

The value of s(i) ranges from -1 to 1. A value closer to 1 indicates that the

sample is well-clustered, suggesting high-quality clustering. A silhouette value

near 0 implies that the sample lies between two clusters. If the value is negative,

it suggests that the sample may have been misclassified. The average silhouette

value across all samples serves as a comprehensive metric for evaluating clustering

quality, with higher values indicating better clustering performance.

4.1.1 Model Parameter Determination

In this study, the number of clusters (K) is determined dynamically and adaptively

using the Elbow Method. This method involves running the K − means + +

algorithm for various values of K and calculating the Sum of Squared Errors

(SSE). By plotting the relationship between K and SSE, the optimal K is

identified at the point where the rate of error reduction noticeably decreases (the

”elbow point” or inflection point in the graph). The minimum value of K is set to

2, categorizing students into two groups: cheating and non-cheating. Conversely,

the maximum K occurs when each cluster contains only two students who have

cheated together.

In research Duhaim and et al. (2021), standard K-means clustering was used to

categorize student responses into fixed clusters to reduce cheating in online exams.

In contrast, this study employs the Elbow Method to dynamically determine the

optimal number of clusters for each exam based on data-driven criteria. To achieve

this, SSE values were computed for K in the range 2 ≤ k <
Sl

2
, where Sl
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represents the number of students. Figure 3 illustrates the clustering process

results, showing varying K values and corresponding SSE values for three distinct

courses. Based on Elbow Method analysis, the elbow points, indicating optimal

cluster counts, were identified as k = 5 for Classes A and B, and k = 8 for

Course C. These points reflect a balanced trade-off between model complexity

and clustering accuracy.

4.1.2 Performance Comparison of the Proposed Method

In contrast to study Duhaim and et al. (2021), which employed the standard

K −means algorithm, this paper utilizes the K −means+ + algorithm. Figure 4

compares the performance of K−means and K−means++ in clustering student

exam responses.

The horizontal axis represents varying k values, while the vertical axis shows

the silhouette score. As illustrated in Figure 4, the silhouette index values for

K−means++ (red dashed lines) are consistently higher than those of K−means.
This demonstrates the superiority of the proposed method in the initial clustering

stage.

The clustering results for each selected course are presented in Table 5. As

shown in the table, for example, in Course A, 5 clusters were formed, with the

number of students in each cluster specified.

After clustering student responses, as described in the methodology section, the

Cheating Rank is determined by analyzing IP addresses, educational participation,

exam timing, and response behavior.

The results of this supplementary analysis are presented in Table 6.

The Cheating Rank ranges from 0 to 6, where 0 indicates no cheating, and

6 signifies that all cheating conditions defined by the research method have been

met. One student from Course A, 8 students from Course B, and 7 students

from Course C received a Cheating Rank of 0, indicating no cheating according to

the proposed method. Additionally, the results show that only one student was

assigned a Cheating Rank of 4, and no students were identified with a Cheating

Rank of 5 or 6.

Additionally, Figure 5 presents the aggregated results of online exam data

analysis across all courses. According to the figure, a total of 16 students were

assigned a Cheating Rank of 0 across the three courses, indicating no cheating

based on the analysis. Seven students received a Cheating Rank of 1, 62 students

a rank of 2, 36 students a rank of 3, and only one student was identified with a

rank of 4. Based on the analysis conducted in this study, no students were detected

with a Cheating Rank of 5 or 6 in the dataset.

To evaluate the clustering results and validate the CR derived from the pro-



CheatingRank: A Multi-Stage Approach for Detecting Cheating ... 191

(a) Class A

(b) Class B

(c) Class C

Figure 3: Determining the Optimal K Using the Elbow Method
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(a) Class A (b) Class B

(c) Class C

Figure 4: Comparison of K-means and K-means++ in the First Stage of the Proposed Method

Figure 5: Number of Students Detected in Each Cheating Rank in This Study

posed method in this study, the absence of reliable labels in the dataset precludes

the use of supervised classification evaluation methods. Therefore, in-person exam

scores, conducted under controlled and cheat-free conditions, were employed as

reference data for validation. This approach aligns with systematic clustering val-
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Table 5: Clustering Details for Classes and Selected Clusters for Next Cheating

Rank Stages

Class Clusters’ Number Number of Students in Cluster Selection for Subsequent Stages

A

0 4 X

1 1 −
2 3 X

3 10 X

4 2 X

B

0 6

1 14 −
2 9 X

3 14 X

4 2

C

0 10 X

1 23 X

2 3 X

3 7 X

4 4 X

5 1

6 3 X

7 6

Table 6: Cheating Ranks Detected by the Proposed Method in This Study

Course
Cheating Rank

0 1 2 3 4 5 6

A 2 2 9 8 0 0 0

B 8 5 24 8 1 0 0

C 7 0 32 20 0 0 0

Sum 16 7 62 36 1 0 0

idation frameworks that leverage independent validation data, which have been

established as a reliable standard for assessing unsupervised clustering results in

recent studies Ullmann and et al. (2022).

Assuming the in-person exam scores as an objective and reliable criterion, stu-

dents were categorized into two groups: ”SuspiciousofCheating” and ”Normal”,

based on both online and in-person exam scores. Both exams covered identical

course content, with a maximum score of 8. The classification was based on two

thresholds (T online, T offline): students whose online score exceeded T online

while their in-person score fell below T offline were flagged as suspicious of cheat-

ing. To ensure that these thresholds reflect meaningful deviations rather than ar-

bitrary cut-offs, T online and T offline were chosen based on the empirical score

distributions, with online scores in the upper portion and in-person scores in the
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lower tail of the respective distributions.This approach is consistent with studies

that use in-person exam scores as a valid benchmark for evaluating student per-

formance and detecting anomalies in online exams, enabling group differentiation

via score thresholds Dendir and Maxwell (2020).

In this study, two threshold scenarios were examined:

• Scenario 1: T online = 5, T offline = 4. Students with an online score >

5 and an in-person score < 4 were classified as suspicious.

• Scenario 2: T online = 5, T offline = 3. Here, students with an online

score >5 and an in-person score <3 were flagged as suspicious, reflecting

higher sensitivity to score discrepancies.

The Cheating Rank, calculated as a continuous variable from online exam behav-

ioral data, served as the dependent variable for group comparison. Due to data

skewness and unequal sample sizes between groups, the non-parametric Mann−
WhitneyU test was employed—a widely used method for comparing rank differ-

ences between two independent groups.

For Scenario 1, (T online = 5, T offline = 4), 95 students were labeled as

suspicious of cheating, and 27 as normal. The labeled dataset (suspicious vs.

normal) was compared with the Cheating Rank using the Mann − WhitneyU

test. The analysis results are as follows:

Table 7: Results of the Mann-Whitney U Test for Exam Data with T online=5

and T offline=4

Types N Mean Rank Sum of Ranks

Suspicious 95 65.40 6213

Normal 27 47.78 1290

The Mann−WhitneyU test yielded a statistic of U = 912.000, aZ − score =

−2.475, and a two-tailed p − value = 0.013. Given that p < 0.05, the difference

in Cheating Ranks between the ”Suspicious of Cheating” and ”Normal” groups is

statistically significant. Specifically, the ”Suspicious of Cheating” group exhibits

significantly higher Cheating Ranks compared to the ”Normal” group.

For Scenario 2, (T online = 5, T offline = 3),, students with online scores >5

and in-person scores <3 were labeled as suspicious. In this case, 63 students were

flagged as suspicious, and 59 as normal. The labeled dataset was compared with

the Cheating Rank using the Mann−WhitneyU test. The analysis results are as

follows:

The Mann-Whitney U test yielded a statistic of U = 1537.500, Z − score =

−1.782, and a two-tailed p − value = 0.075. Although the p − value is slightly
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Table 8: Results of the Mann-Whitney U Test for Exam Data with T online=5

and T offline=3

Types N Mean Rank Sum of Ranks

Suspicious 63 66.60 4195.50

Normal 59 56.06 3307.50

above 0.05, considering a significance level of α = 0.10, the difference in mean

ranks between the two groups approaches the threshold of significance. Thus, with

90% confidence, the Suspicious of Cheating group exhibits higher Cheating Ranks

compared to the Normal group, indicating a trend toward significant difference.

In summary, the Mann-Whitney U test results demonstrate that the Cheat-

ing Rank, derived from online exam behavioral data, significantly differentiates

between students suspicious of cheating and normal students. This validates the

proposed method’s effectiveness in identifying students likely to exhibit abnormal

behavior in online exams. In other words, the Cheating Rank serves as a reliable

quantitative indicator for detecting students suspected of cheating.

5. Conclusion

In this study, a multi-stage approach based on online exam data analysis was

proposed to identify and rank students’ Cheating Ranks (CR). Initially, student

response sheets were clustered using the K-means++ algorithm with dynamic de-

termination of K, forming groups with similar behavioral and performance char-

acteristics. Subsequently, each student’s Cheating Rank was determined based

on various behavioral and performance parameters, including response patterns,

network status, and exam duration.

The results demonstrated that the Cheating Rank effectively differentiates be-

tween students suspicious of cheating and normal students, with statistically sig-

nificant differences between the two groups. These findings underscore the validity

and efficacy of the proposed method in detecting cheating in online exams. Fur-

thermore, the impact of threshold selection for group differentiation highlighted

the importance of appropriate parameter tuning in enhancing detection accuracy

and influencing model sensitivity and reliability. Using in-person exam scores as

a reference criterion strengthened the credibility of the results and enabled more

objective model evaluation.

Given the limitations in sample size and data scope, future research should

focus on larger, more diverse, and multidimensional datasets to improve both di-

agnostic accuracy and model generalizability. Integrating the proposed approach
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with advanced machine learning techniques and behavioral analytics could signif-

icantly enhance online exam integrity monitoring systems.

Overall, this research represents a significant step toward developing cost-

effective, reliable, and efficient methods to reduce cheating in online educational

environments, fostering greater trust among instructors and students in assess-

ment processes, and providing a foundation for future studies to integrate richer

behavioral metrics for improved detection accuracy.
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